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Abstract

Smartphones are essential devices in most people’s lives nowadays. There are many benefits offered by smartphones, such as: the
ability to access the internet, e-mail, access social media, etc. Their advanced features and ease of use enhances their functionality
including storing contacts, photos, videos and other sensitive information. Thus, smartphones become attractive target for hackers
especially with regard to get unauthorized access to sensitive data from users that violates their privacy. This paper investigated
the impact of users’ intention in using a smartphone despite privacy threats that can occur. Questionnaires were distributed to 300
respondents who were actively using a smartphone to obtain the study data. The level of relationships among the constructs were
analysed using Structural Equation Modelling (SEM). The results of this study indicate that the factors that influence users in using
a smartphone are mobile users’ information privacy concern, perceived ease of use and perceived usefulness.
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1. Introduction

Smartphone has long played an important part in the global growth of telecommunication media. Technological
advancements make smartphones more popular and become one of the most advanced communication tools. In 2020,
a report from Statista indicated that the total of active smartphone users in Indonesia is 191.6 million users [1]. Thus,
Indonesia is a country with the fourth most populated active smartphone users in the world following China, India and
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United States [2].

Today, smartphones are beginning to shift the use of personal computers as their sophisticated features and
functionality. There are many benefits offered by smartphones, such as: the ability to access the internet, e-mail, access
social media, and many other benefits. With the increasing popularity of smartphone, privacy has become a major
concern for users because many applications on smartphones collect and share sensitive data from users [3]. Therefore,
smartphones are attractive target for hackers especially with regard to the many ways to install malicious code
remotely on their victims and violating access to important data. An article on the Wall Street Journal website mentions
that Apple i0OS and Google Android collect smartphone user information through locations and periodically build a
large database, and in some cases, it was found that the database might be connected to third parties without the
knowledge of smartphone users [4]. According to Kapersky, as many as 20,000 Android-based smartphones of various
types and brands have vulnerabilities in the critical category as of 87.7% worldwide [5]. In 2018 there was an article
published on the Wall Street Journal website which stated that there are Android-based smartphones that secretly
collect data in the form of: IMEI, MAC Address and device location from the user and then send the data to the server
and sell the data to an advertising company [6].

The number of cases that occur involving the use of smartphones prove that not always the smartphone brings
positive benefits to its users. However, according to study conducted by Mylonas et al., [7] reveals that security and
privacy awareness of smartphone users is still lacking. Furthermore, based on their research, most of smartphone users
are concerns about their privacy when using a smartphone, but they still carry out risky behavior.

This study responds to recent call to investigate what factors influence users’ intention in using a smartphone
despite privacy threats that can occur using the Mobile User's Information Privacy Concerns (MUIPC) and
Technology Acceptance Model (TAM) models. The Mobile User's Information Privacy Concerns (MUIPC) model is
adapted from a study conducted by Xu et al. [8] While the Technology Acceptance Model (TAM) model is adapted
from the research conducted by Joo et al. [9]. The rest of the paper discuss the relevant literature review, methodology,
discussion, and conclusion sections.

2. Theoretical Framework and Hypothesis

2.1. Mobile Users’ Information Privacy Concern (MUIPC)

Mobile information privacy concern (MUIPC) is a theory used to explore interactions between mobile users and
service providers related to privacy issues [8]. Mobile User Information Privacy Concern (MUIPC) also states that
personal information from users can be used for information exchange by smartphone vendors. However, the fact is
that these users do not know clearly about the privacy policy of the information they have disclosed [8].

Perceived Surveillance is defined as the extent to which an individual can supervise personal data and personal
activities contained on his smartphone that can be seen, heard or monitored by other parties [8]. An individual often
has the perception that he does not like that his personal data are collected by other parties in large numbers. As
mentioned in [10], Perceived Intrusion is defined as the extent to which a disturbance can cause discomfort, danger
and need protection even if the information is barely disseminated [10]. Secondary Use of Information is defined as a
phenomenon where personal information is collected from a person for a certain purpose but is misused without the
permission of that person [11]. The activity of using secondary information can potentially generate fear and
uncertainty about how personal information from an individual will be used in the future and can cause vulnerability
[10].

2.2. Technology Acceptance Model (TAM)

Technology Acceptance Model (TAM) [12] is a theory to examine user acceptance of information systems that
aims to provide an explanation of the acceptance of user's behavior towards various types of technology. Technology
Acceptance Model (TAM) can not only predict, but also provide an explanation so that when a system is declared
unacceptable to the user, then the explanation can be used to determine the steps that must be taken next. In particular,
there are three dimensions used in the Technology Acceptance Model (TAM), namely: Behavioral Intention,
Perceived Usefulness and Perceived Ease of Use.

2.3. Prior Privacy Experience

Prior Privacy Experience is defined as the individual’s level previous experience relates to the handling of privacy
issues previously experienced [11]. Xu et al. [8] stated that when mobile users experienced data misused previously
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or heard about news regarding privacy violation, they tend to have stronger information privacy concerns.

2.4. Hypotheses Development

In the theory of Mobile User Information Privacy Concern (MUIPC) there are 3 dimensions to measure
understanding between smartphone users and service providers related to privacy issues, namely: Perceived
Surveillance, Perceived Intrusion and Secondary Use of Information. Malhotra et al. [13] stated that data collection
conducted by third parties whether legitimate or illegitimate is the beginning of various kinds of privacy problems. At
present, more and more data collection activities are carried out by mobile applications, operating systems that induce
intensive data recording and the impression that vendors are constantly monitoring user behavior through
smartphones. In today's mobile environment, vendors utilize powerful technology to track and monitor profiles of
users [8]. Smartphone users can reject mobile applications if they are afraid that their personal activities can be
monitored, recorded and transmitted to various entities [8]. Users will tend to be aware that their personal information
or personal activities are monitored when they have experiences or events that have been experienced before related
to the misuse of personal information on their smartphone. In related literature, intrusion is defined as an invasive
action that disturbs the peace of a person [10]. It is said that instructors can interfere with activities or routines of
victims and often make victims feel uncomfortable [10]. The main point that occurs is that the instructor can create
discomfort and danger, so it requires limits and control in controlling the flow of personal information that has been
given in order to restore the comfort level of the user [8]. Users who think that privacy is important and have prior
experience related to misuse of personal information will feel the interference caused if they provide personal
information to the public space and later it can cause privacy problems.

In practice, secondary use of personal information has the probability to threaten an individual's ability to maintain
access to personal information and can endanger the individual [14]. Users who think that they have a high level of
vulnerability and have prior experience related to misuse of personal information will tend to feel concerned about
the control flow of personal information on their smartphones. Hence, the hypothesis is shown as follows:

H1: Prior privacy experience has a significant effect on mobile users’ information privacy concern

In the previous literature of Mobile User's Information Privacy Concern (MUIPC) there are 3 dimensions used,
namely: Perceived Surveillance, Perceived Instrusion and Secondary Use of Information. Users who have a high level
of awareness and understanding of privacy tend to keep their privacy issues [15]. Users who feel that a technology
has supervised, recorded and collected their personal information but they can feel the benefits provided by the
technology, these users will tend to have the intention to continue using the technology. In the study conducted by
Solove [10] found that perceived intrusion can be an attack that is harmful to an individual’s information space, which
can be said to be the most important factor in privacy issues. However, users will tend to have the intention to continue
using a technology even though there are disruptions that could potentially abuse their personal information when
they assume that the technology can improve their performance. Culnan and Armstrong [ 16] also argue that users’ are
less-guarded towards privacy of information disclosure once they are able to control the use of personal information
they have provided in the future. From this statement, the hypothesis drawn as follows:

H?2: Mobile users’ information privacy concern has a significant impact on behavioral intention

According to [12] ease of use refers to an individual’s level belief that using a particular system can be very easy
[12]. If an individual feel that if an application to be used is simple, easy to use and does not require much effort to
use it, it will be considered that the application will provide many benefits [17]. Hence, the following hypothesis is
proposed:

H3: Perceived ease of use has a significant effect on perceived usefulness

In a study conducted by Willis [18], it suggested that easy-to-use technology seemed to be easier to use than
technology that is difficult to use, regardless of how useful the technology is. For this reason, it can be expected that
there will be a direct and positive effect of the perceived ease of use at the intended use. Based on the discussion the
following hypothesis is developed:
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H4: Perceived ease of use has a significant impact on behavioral intention

Perceived usefulness is defined as an individual’s level belief that using a particular system will improve
performance in his work [12]. Users who feel that a technology can provide benefits and can improve their
performance will tend to have the intention to continue using the technology. According to the review above, it can
be drawn hypothesis as follows:

H5: Perceived usefulness has a significant effect on behavioral intention

Based on the hypothesis that has been defined above, Fig. 1 depicts the research model used.

Secondary Use of

Perceived Surveillance Perceived Intrusion

Personal Information

Perceived Ease of Use

Mobile User's Information
Privacy Concern

Prior Privacy Experience

Behavioral Intention

Perceived Usefulness

Fig 1. Research model

3. Research Method
3.1. Measurement Development

Data was collected from 300 respondents who acted as active smartphone users. The data is obtained using an
online questionnaire around December 2020 from randomly selected university students in Indonesia. The survey
questionnaire is divided in two main parts. In the first part, the respondents had to fill in demographic data, such as
name, age, gender, education and occupation. Later, the respondents were asked to answer questions on a wide variety
of items in accordance with MUIPC [8] and TAM [12] model. The instrument was scaled using seven-point Likert
scale items, ranging from 1: Strongly Disagree to 7: Perfectly Agree. The survey questionnaire was built on the basis
of previously validated instrument.

3.2. Survey Design

Beforehand, pilot study is carried out to ensure the validity of the instrument and that the survey questionnaire is
not ambiguous. Cronbach’s o is used, in which for all constructs have to be over 0.6 [19]. Table 1 displays the
Cronbach’s a of all variables which are above 0.6, and the overall Cronbach’s a is 0.9, hence the internal consistency
among item and the scale system is highly reliable. Another test is KMO with all variables are above 0.855 and
Bartlett’s test with the significant level is less than 0.05, thus the factor analysis method is can be applied to the
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questionnaire [20].

Table 1. Cronbach’s Alpha Value

Factors Value
Prior Privacy Experience (PPE) 0.657
Perceived Ease of Use (PEU) 0.906
Perceived Usefulness (PU) 0.833
Behavioral Intention (BI) 0.804
Mobile User Information Privacy Concern (MUIPC)

- Secondary Use of Personal Information 0.726
- Perceived Surveillance 0.755
- Perceived Intrusion 0.842

4. Data Analysis
4.1. Measurement Model Fit

All of the items of the scale were subjected to further test i.e. Confirmatory Factor Analysis (CFA) to determine
how precisely indicators explains construct variables that already exist. These results are used to validate the uni-

dimensionality of measurement model. The results of fit model resented in Table 2.

Table 2. Goodness of Fit Index

Index Criteria Value Info
Chi-square >0.05 1542.247 Good
CMIN/DF 1.00 < CMIN/DF < 3.00 2.470 Good
GF1 >0.9 0.9062 Good Fit
RMSEA <0.05 good fit 0.044 Good Fit

4.2. Structural Model Fit

After the measurement model was validated, structural fit models using Path Analysis is continued. Structural fit
models are used to analyze the relationship between variables in the research model [21]. Table 3. presents the
significance p-values for every path in the model. The results show that H1 (p = 0.0034) is accepted which can be
interpreted that Prior Privacy Experience plays significant role towards Mobile Users’ Information Privacy Concern.
H2 is accepted (p=.002) that highlights a significant relationship between Mobile Users’ Information Privacy Concern
towards Behavioral Intention. H3 is rejected (p = 0.436) which postulate that Perceived Ease of Use does not relate to
Perceived Usefulness. H4 and HS are both accepted with =*** and 0.011) that support the notion that Perceived Ease
of Use and Perceived Usefulness influence the Behavioral Intention.

Table 3. Structural Model Fit Result

Hypothesis p-value ( <0.05) Info

MUIPC « PPE .0034 Accepted
BI « MUIPC .002 Accepted
PU« PEU 436 Rejected
BI « PEU wHE Accepted

Bl « PU 011 Accepted
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5. Result and Discussion

The study is seeking to establish an integration between TAM and MUIPC model towards Behavioral Intention of
smartphone users. Based on the results, four hypotheses out of the five hypotheses proposed have been supported. In
TAM model, Perceived Ease of Use and Perceived Usefulness influence the Behavioral Intention. Respondents
assume that interacting with smartphone that they normally use is easy. Respondents also thought that to use
smartphone features does not require much effort. In addition, it was easy to learn hence they intend to use the
smartphone. This shows that the study of perceived ease of use (PEU) has a significant effect on behavioral intention
(BI). The results of this study are affirmed by Willis [18] which suggests that when the use of technology is an easy
to use thing it will make an individual will have the tendency to continue using the application. At the same time,
respondents assume that when they decided to use a smartphone to support their activities, they can improve their
effectiveness and performance in supporting their activities or work. Respondents also thought that through the use of
smartphones they got the information they need. This shows that in this study perceived usefulness (PU) has a
significant effect on behavioral intention (BI). As mentioned in Venkatesh, Morris and Ackerman [23] suggesting that
if an individual uses an application and the individual think that the application can provide benefits and can improve
his performance at work, then the individual will tend to have intentions to continue using the application. However,
Perceived Ease of Use does not relate to Perceived Usefulness which indicates that when respondents learn how to
use smartphones, they tend to find it difficult to use several applications. Also, when they interacted with their
smartphone continuously, it required a lot of effort. So that respondents tend to not be able to get the benefits of
smartphone. This shows that the study of perceived ease of use (PEU) has no significant effect on perceived usefulness
(PU). Study by Praveena and Thomas [22] supported the result when a technology is difficult to use by its users and
does not provide complete guidance for its users, these users will tend to not be able to get the benefits of the
technology.

As for MUIPC model, Mobile Users’ Information Privacy Concern itself shows significant relationship towards
Behavioral Intention shown significant relationship. Respondents consider that they are aware of privacy i.e. misuse
of personal information and the impact of providing personal information and can handle it when their personal
information is misused. Respondents also assumed that when they were aware of the importance of safeguarding their
privacy, they could reduce the impact of misuse of their personal information. Thus, respondents intend to continue
using smartphones, because they already have an awareness of privacy issues. This shows that in this study mobile
users' information privacy concern (MUIPC) has a significant effect on behavioral intention (BI). Malhotra [13]
confirmed that understanding privacy is the basis for an individual to use an application, when they feel that the
application is safe and they have knowledge of privacy issues they will tend to minimize the occurrence of privacy
abuse hence they continue to use the application. Additionally, Prior Privacy Experience plays significant role towards
Mobile Users’ Information privacy concern. Respondents whom experienced misuse of personal information due to
collection of personal information by vendors and carried out without their consent, they are tend to be more concern
towards privacy. This shows this study of prior privacy experience (PPE) has a significant effect on mobile users'
information privacy concern (MUIPC). Similarly, Xu et al. [8] who argued that when someone considers privacy to
be important to him and has had an experience of misuse of privacy before, it will make respondents continue to
follow and understand the importance of privacy and its impact if they provide personal information on certain
technologies.

6. Conclusion

This study presents complete results from various aspects such as reliability and validity, path analysis, factor
analysis, to perform Structural Equation Modeling (SEM) to perform an empirical analysis on questionnaire regarding
the factors that influence the intention of users in using smartphones by integrating TAM and MUIPC model, namely:
mobile users' information privacy concern, perceived ease of use and perceived usefulness. Respondents thought that
to operate features of smartphone did not require much effort. Respondents also assumed that many benefits were
obtained when they used smartphones and this could improve their performance. However, respondents assume that
they have a high level of knowledge about privacy so they tend to understand more about the misuse of personal
information and the impact of providing personal information. This empirical study sheds light on studies users’
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intention to realize the importance of mobile users’ privacy concerns. However, our study is subject to limitation.
Since the study was conducted with respondents from Indonesia, a survey in other countries may lead to different
results. Hence, it is very interesting to compare the result from countries with different privacy perception.
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