"Do I Really Need to Use a Lock Screen?" : An
Evaluation of Indonesian Smartphone Users

Ari Kusyanti

Department of Information Technology
Universitas Brawijaya
Malang, Indonesia
ari.kusyanti@ub.ac.id

Abstract—Nowadays, smartphone diversifies its
functionality to store users’ personal data including their
sensitive  information, which needs protection from
unauthorized access. Lock screen is the simplest security
method to guarantee the security of smartphone. This study
aims to determine the factors that affect users in using lock
screen as a lock on their smartphone by using 8 variables
adapted from previous research. Data analysis used is
Structural Equation Modelling (SEM) analysis. The results of
this study suggest that the factors that influence users in using
lock screen on their smartphone are trust, attitude and
perceived risk.
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I. INTRODUCTION

Smartphones as a means of communication are currently
no longer used only for sending, receiving messages and
placing phone calls, but also used to store users’ personal
data including their sensitive information. It's important for
users to protect their smartphones from various threats that
can result from unauthorized access to the system. Lock
screen is the simplest smartphone’s security method to
guarantee the security of their smartphone and also the
privacy of their data.

At present, the most commonly used authentication
mechanisms on smartphones are slide or swipe, PIN,
password, unlock pattern and biometric (e.g. fingerprint or
face unlock). Because it is very often used, issues of security
and usability are more important to note. The lock screen
authentication system needs to be able to prevent
unauthorized parties from easily gaining access to
smartphone (security) devices. In addition, the system on
lock screen authentication also needs to minimize user
burden (usability), in terms of both cognitive load (e.g.,
remembering a PIN) and the time needed to successfully
authenticate the PIN.

In the use of authentication mechanisms through PIN and
unlock pattern, many smartphone users who consider using
PINs become difficult, such as using passwords that are quite
complicated and easily forgotten, besides that very few users
change their PIN regularly for higher security [1] PIN and
unlock pattern are both very vulnerable to guessing attacks
from hackers. Because, generally users who use PIN and
unlock patterns tend to use PINs and unlock patterns that are
easy to remember and as a result, hackers can easily hack
their PIN or unlock pattern [2].

In addition, the use of PIN and unlock pattern as
lockscreen on smartphones is also very vulnerable to hackers
who deliberately spy on input made by users to steal their
PIN or unlock pattern [3]. In a study conducted by Aviv et al
[4] found that stains found on smartphone screens can be
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easily used to find out unlock patterns on smartphones. In
addition, attacks through the channel side use built-in sensors
(e.g. accelerometer, microphone, etc.) have also been proven
as an efficient way to hack PIN or unlock pattern from a
user's smartphone. Another lockscreen is biometrics which
aims to identify people who use unique features of
physiological characteristics or human behavior such as
fingerprints, sounds, faces, and irises [5]. This authentication
method can naturally provide a very high level of security.

Based on the description above, this study aims to gain
an understanding of the factors that affect smartphone users
in using lock screen to protect smartphone security by Braber
[8] entitled " Security and Privacy Perceptions of Millennials
(18-24) and Non-Millennials (36-50) on Facebook" which
aims to find out what factors influence the user's intention to
use social media even though there are problems regarding
security and privacy that might occur and Jansen [9] entitled
"Studying Safe Online Banking Behavior: A Protection
Motivation Theory Approach".

This paper is organized as follows. Section II describe an
explanation related to the literature review of privacy,
security, trust, perceived vulnerability, perceived severity,
perceived risk, attitude, intention and develop the hypotheses
and proposes the research model in the study. Section III
explains data collection method and measurement
development. Section IV provides the results of empirical
tests and followed by a discussion in Section V. Finally,
conclusions are drawn in Section VI.

II. THEORITICAL FRAMEWORK AND HYPOTHESES

This section will discuss the overview of perceived
privacy, security, trust, perceived vulnerability, perceived
severity, perceived risk, attitude, intention and develop the
hypotheses tested and proposes the research model

A. Perceived Privacy

Privacy is a serious matter when users will perform
activities in cyberspace [10]. Culnan [10] also argues that
privacy concerns are also the reason why some people
choose to reduce activity in cyberspace or choose not to
engage in cyberspace activity and provide their personal
information incorrectly in cyberspace. Currently, only a
small percentage of people believe that they can control the
personal information they have shared with the public or
their personal information is used or even sold for business
purposes [10].

In this study, privacy factors as proposed by Braber [8]
will be adopted. Privacy is defined as the degree of
individual’s concerns regarding their ability to control the
collection of personal information they have provided, as
well as to control the use of personal data [11].



B.  Perceived Security

Most recently, security issues are one of the important
issues and should be considered when individual will provide
their personal information publicly. Online users are
increasingly finding that they are exposed to security risks
during their online activities. Risks that can be caused by
security issues include manipulation of personal information
already provided or various types of fraud and misuse of
personal information already provided [12].

In this study, security factors as proposed by [8] will be
adopted. Security is defined the extent to which the user
believes in a system used is secure so that it will not pose a
risk as to the disadvantage of the user [8].

C. Trust

Trust has a very important role in doing activities on the
virtual world, because the virtual world users do not see
each other face to face. Therefore, trust is a very important
thing when one decides to use a service to provide their
personal information to the public space.

In this study, trust factors as proposed by Braber [8§]
will be adopted. Trust is defined as the degree to which an
individual's willingness to be vulnerable to the actions of
others [13].

D. Perceived Vulnerability

Perceived vulnerability is defined as the degree of
vulnerability opportunities for a hazard [14]. An individual
believes that only people with important information or
people who feel annoyed by the presence of hackers are the
ones who have to be concerned about computer risks [15].
In this study, perceived vulnerability factors as proposed by
Jansen [9] will be adopted.

E. Perceived Severity

Perceived severity is used to measure an individual's
judgment that a threat will occur. If an individual considers
that the threat is not a severe threat, they will likely ignore
the possibility of an online threat and there would be no
change in behavioral intention [16]. Possible threats can also
lead to exposure to important information and even personal
data [17].

In this study, perceived severity factors as proposed by
Jansen [9] will be adopted. Perceived severity is defined as
the degree of the impact a user can perceive from a threat
[9].

F.  Perceived Risk

Risk is one factor that must be considered when using
technology or an information system. An individual will
tend to change their behavior based on how much risk they
will receive for a particular threat [9]. The higher the
perceived risk, will lead to the possibility that an individual
will likely take protective measures [9]. The risks of privacy
may also include misuse of personal information, such as
the disclosure of personal identities or unauthorized access
to such personal information.

In this study, perceived risk factors as proposed by
Jansen [9] will be adopted.

G. Attitude

Attitudes are used to measure the extent to which users
will continue to provide their personal information online in

the future even if the user has learned that the service
provider or other users may be benefiting or harming the
user.

In this study, attitude factors as proposed by Jansen [9]
will be adopted. Attitude is defined as the degree of
individual positive or negative evaluative effects about
performing target behaviour [18].

H. Intention

In this study, attitude factors as proposed by Braber [§]
will be adopted. Intention is defined as the degree to which
an individual’s willingness to perform a particular behavior
is influenced by the individual's attitude and the usefulness
of the system [19].

1. Hypotheses Development

Yenisey et al. [20] defines security as the level to
measure the level of individual's belief in a particular
security. Kim [21] shows that sense of security is largely
determined by the user's sense of control in a particular
application. In a study of security it was mentioned that
security from a broader perspective that includes not only
technical aspects, such as confidentiality and authentication
but also trust [22]. For instance, if the user decides to use
lock screen on their smartphone, there are potential security
threats that may occur [16]. A hacker can get into a
smartphone via the internet and then insert a code to steal
data to break into a smartphone’s security system.
Therefore, the mechanism of authentication on lock screen
in smartphones must have a high level of security so that
users can have confidence in the systems. From this
statement, the hypothesis can be drawn as follows:

H1: Perceived security has a significant effect on trust.

The concept of privacy is generally defined as the ability
of individuals to control the circulation of personal
information they have provided [11]. The degree to which
an individual believes that an application for personal
information they have provided and also protects their
privacy will indirectly impact their trust [21]. In the context
of biometric systems, privacy refers to access that can be
provided to others who have no authority to use such access
[16]. For example, when using lock screen on their
smartphone, there is always the risk that another user who
has no authority to access the data [16]. Therefore, the
mechanism of the authentication system must be able to
maintain the privacy so that users have confidence in the
authentication system. If someone believes that their privacy
is protected, they will indirectly believe in the application.
Based on the statement, the hypothesis is drawn as follows:

H2: Perceived privacy has a significant effect on trust.

In human interaction, trust has always been an
important factor [23]. In day-to-day interaction, trust is an
important determinant of sharing information and
establishing new relationships [24]. Braber [8] suggests that
trust has an impact on the attitudes and intentions of an
individual. The smaller the risk caused by the use of an
authentication system as a lock screen, the greater the user's
trust in the authentication system on the smartphone. It will
also make more positive attitudes and judgments from users
of system authentication [16]. Users expect an



authentication system on smartphones, especially when they
decide to use system authentication as a lock screen on their
smartphone is an easy-to-use system so users believe that
using the system is the right thing and can improve the
user's attitude and positive judgment. Based on the
discussion the hypothesis can be drawn as the following:

H3: Trust has a significant effect on attitude.

In the use of an application, trust is an important
determinant of providing information. The greater the trust
of a user to an application the greater the interest of a user in
using the application [8]. For example, users should believe
that they can protect their smartphone by using lock screen
as an attempt to authenticate. Users should also believe that
the lock screen can protect the data they have used for
authentication. The belief of such users to trust the system
can come from the use of similar systems before and from
seeing others using such systems. Therefore, users should
have confidence in authentication systems that they can
protect their smartphone by using lock screen. When users
can trust the authentication system that the system can
protect them, they will tend to continue using the system.
According to the review above, it can be drawn hypothesis
as follows:

H4: Trust has a significant effect on intention.

Theory of Reasoned Action (TRA) shows that the
performance and behavior of an individual is determined by
individual’s behavioral intentions. The behavioral intention
of an individual is determined by the attitude of the person
[8]. In this study, if someone has a positive attitude in
protecting their smartphone with lock screen benefits them
then it will make individuals continue to intend to protect
their smartphone. From this statement, the following
hypothesis is developed:

HS5: Attitude has a significant effect on intention.

Perceived risk is defined as the potential loss caused by
the use of an application [9]. In the context of the
mechanism of the authentication system, the use of a lock
screen on a smartphone is one of the user authentication
processes. When users decide to use lock screen on their
smartphone, of course, that will pose a risk [25]. This also
allows hackers to abuse fingerprint data. When there are
risks perceived by individuals in using the application, the
individual indirectly will change their behavior based on
how much risk they will receive for certain threats [26]. The
higher the risk that might occur, the greater the individual's
intention to take protective measures [9]. According to the
explanation, the hypothesis is shown as follows:

H6: Perceived risk has a significant effect on intention.

Perceived vulnerability is defined as an assessment of
the individual over the possibility of possible threats that
may occur [27]. An example of using an authentication
system on a smartphone is using fingerprint. The main
purpose of adding biometric protection layer to the system is
to reduce the vulnerability to security threats [16]. For
example, if using a fingerprint on the lock screen of a
smartphone, the disadvantage of using the system that is
currently happening is that the fingerprint system they use
as a lock of the smartphone can be copied using the

provided template. A hacker can pretend to be the original
user by providing the template and then copy the fingerprint
of the user during the fingerprint recording process [25]. In
this study, it involves an individual's belief in how likely it
is to risk when they use a fingerprint to lock their
smartphones. Based on the statement, the hypothesis is
drawn as follows:

H7: Perceived vulnerability has a significant effect on
perceived risk.

Perceived severity is defined as the perceived impact of a
threat to the severity that might occur from security
concerns [27]. One use of the authentication system on the
lock screen in a smartphone is using a biometric pattern.
Currently, the biometric layer itself can be a new target and
draw the attacker's attention to attack the currently protected
system when using the fingerprint used as a lock on the
smartphone. This of course will be able to cause a threat to
users who apply the use of fingerprints as authentication.
The threats caused will also pose risks such as the misuse of
their fingerprint data by unauthorized parties. In this study,
it involves how severe the consequences of the occurrence
of threats and risks when an individual uses a fingerprint to
lock their smartphone. Based on the foregone review, the
following hypothesis is developed:

H8: Perceived severity has a significant effect on
perceived risk.

Based on the explanation of the hypothesis described
above, the research model used in this study can be seen in

Fig. 1
Perceived Perceived
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Fig. 1. Research Model

III. METHODOLOGY AND RESEARCH METHOD

A. Measurement Development

These research constructs were measured using
previously validated instruments. Perceived security,
perceived privacy, trust, attitude and intention was measured
using items adapted from Braber [8]. In the meantime,
perceived vulnerability, perceived risk and perceived severity
was measured using items adapted from Jansen [9]. The
construct contained in this study was measured on a five-
point Likert scale items, consists of 1: Strongly Disagree, 2:
Disagree, 3: Neither Agree nor Disagree, 4: Agree, 5:
Strongly Agree. The survey questionnaires are divided into
two parts. In the first part, the participants had to provide
demographic data, such as age, gender and background
information related to lock screen usage. In the second part
of the questionnaire, respondents were required to answer all
questions in different constructs contained in the research
model



B.  Survey Design

The preliminary analysis is conducted using a pilot study
that aims to validate the instrument, avoiding confusion
when the respondent fill in the questionnaire and
misinterpretation and to identify and detect errors and
ambiguities. In this study, a pilot study was conducted by
distributing questionnaires to 30 respondents. Then, the data
obtained from the questionnaire was tested for reliability. To
test the reliability of the data can be measured using the
values of Cronbach's Alpha. If a variable has a Cronbach's
Alpha value that is equal to or more than 0.6, it can be said
that the variable is consistent and reliable [28]. In this study,
all variables to be measured have been reliable.

IV. DATA ANALYSIS AND RESULT

A. Mahalanobis Distance

This test is used to determine outlier data by using the
value limit of the mahalanobis distance with an error rate of
1%. After searching for the mahalanobis distance value
limit, the limit of the distance value of the mahalanobis
distance is 44.314. Then, data that has a mahalanobis
distance value of more than 44.314 must be eliminated and
cannot be used in the subsequent analysis. In this study, out
of 300 data there were 41 outlier data, so there were 259
data that could be used in the previous analysis.

B. Factor Analysis

This test is used to test the adequacy of the sample to be
examined to determine whether factor analysis is
appropriate for existing data samples [29]. To test the
adequacy of data using Kaiser-Meyer-Olkin calculations.
Based on the results of testing in this study obtained Kaiser-
Meyer-Olkin value of 0.814, so it can be said that the
adequacy of the data from the sample to be studied has
criteria that are classified as great.

C. Normality Test

Normality testing is used to determine the distribution
of data contained in this study has been normally distributed
or not [29]. Data can be said to be normal if it has a
significance value of more than 0.05. In this study, obtained
a significance value of 0.075 so that it can be said that the
distribution of data used has been normally distributed.

D. Homogenity Test

Homogeneity testing is used to determine the
homogeneity of variance from the sample data to be used
[28]. It can be said to be homogeneous if it has a
significance of more than 0.05 [29]. Based on the results of
testing that has been done, it can be seen that the variables
used in this study have been homogeneous.

E. Measurement Model Fit

Measurement model fit is used to test and analyze the
relationship of existing hypotheses between indicators and
latent variables [28]. Testing fit measurement models can be
done using Confirmatory Factor Analysis (CFA). The
results of testing the fit model can be seen in Table II.

Goodness of Fit Index (GFI) > (.8 good fit 0.868 Good Fit

Root Mean Square Error of 0.032 Good Fit

Approximation (RMSEA)

<0.05 good fit

F.  Structural Model Fit

Structural fit models are wused to analyze the
relationship between latent variables contained in the
research model [28]. Structural model fit testing can be done
using Path Analysis. The results of testing structural model
fit can be seen in Table III.

TABLE 1L STRUCTURAL MODEL FIT RESULT
Hypotheses P< Result
0.05
HI Perceived Security = Trust Hokk Accepted
H2 Perceived Privacy = Trust 0.004 | Accepted
H3 Trust 2> Attitude 0.754 | Rejected
H4 Trust = Intention Hokk Accepted
H5 Attitude > Intention 0.022 | Accepted
H6 Perceived Risk = Intention Hkk Accepted
H7 | Perceived Vulnerability = Perceived Risk HHE Accepted
H8 Perceived Severity > Perceived Risk 0.087 | Rejected

TABLE 1. MEASUREMENT MODEL FIT RESULT
Index Criteria Value Result
Chi-square (32) ¥2,df, p>0.05 | 478.158 Good
Normed chi square (y2/df) <5 1.962 Good

Based on the results of testing the structural model fit
that has been done, it can be seen that from the 8 hypotheses
tested, there are 6 accepted hypotheses and 2 rejected
hypotheses.

The impact of perceived security (P = ***) and
perceived privacy (P = 0.004) on trust are significant at P =
0.05. Thus, H1 and H2 can be accepted. The impact of trust
(P = ***)_ attitude (P = 0.022) and perceived risk (P = **%*)
on intention are significant at P = 0.05. Therefore, H4, H5
and H6 can be accepted. The impact of perceived
vulnerability (P = ***) on perceived risk are significant at P
= 0.05. Hence, H7 can be accepted. Meanwhile, it shows
that perceived severity has no significant impact on the
perceived risk, and accordingly H8 cannot be accepted.

Meanwhile, it shows that trust has no significant impact
on the attitude. For this reason, H3 cannot be accepted.

V. RESEARCH RESULT AND DISCUSSION

A. Discussion on Hypothesis 1

Hypothesis 1 was accepted. Based on the results of
hypothesis testing 1, it can be concluded that respondents
have a high level of trust in security provided by
smartphones when they decide to use lock screen on their
smartphone so that they feel that there is a very low risk of
data loss or access data by unauthorized parties. Respondents
believe that when they use lock screen as a key on their
smartphone it is safe and will not be manipulated by
unauthorized parties. Respondents also believe that using
lock screen on their smartphone is a trustworthy action
because they believe that their smartphone vendors will
protect their data safely and reliably. This shows this study of
perceived security (PS) has a significant effect on trust (TR).

The results of this study are similar to the results of a
study conducted by Braber [8] who suggested that when a
service or technology has a high level of security and can
protect data from its users, then these users will tend to have
a high level of trust in the technology and feel that uses that
technology.




B. Discussion on Hypothesis 2

Hypothesis 2 was accepted. Based on the results of
hypothesis testing 2, it can be concluded that respondents
believe when they decide to use the lock screen as a lock on
their smartphone phone, they assume that their smartphone
will guarantee their privacy by protecting the data used as
their lock screen safely thus increasing the level of user
confidence. In addition, respondents also assumed that lock
screen is a trustworthy service provided by their smartphone
vendors, because the services provided by the lock screen
will be able to maintain the data contained in their
smartphone safely and reliably to maintain privacy and
security of users. Respondents thought that the vendor of the
smartphone could be trusted and would not abuse the data
lock screen they had used on their smartphone. This shows
this study of perceived privacy (PP) has a significant effect
on trust (TR).

The results of this study are similar to the results of a
study conducted by Subramaniam et al. [30] who argued that
when a service has a high value of privacy and can guarantee
the privacy of user data it can be protected safely, it will
make users have a high level of trust in the service.

C. Discussion on Hypothesis 3

Hypothesis 3 was rejected. Based on the results of
hypothesis testing 3, it can be concluded that respondents
believe that using a lock screen on their smartphone is
something that can be trusted. In addition, for respondents
giving information on their lock screen to their smartphone
is a good idea. However, the trust in these smartphones that
will not abuse the lock screen information that they have
provided does not affect the attitude of users who will still
provide information about the lock screen they use on their
smartphones. This shows that in this study trust (TR) has no
significant effect on attitude (AT).

The results of this study are the same as the results of
research conducted by Barriere [31] suggesting that there is
no influence between trust and attitude because the user's
attitude in using a technology or service has no relation to
the trust of the user.

D. Discussion on Hypothesis 4

Hypothesis 4 was accepted. Based on the results of
hypothesis testing 4, it can be concluded that respondents
assume that lock screen is a trustworthy service. The
respondent felt confident that the lock screen would not
misuse the personal information provided by the respondent.
In addition, smartphone vendors from the smartphones they
use will also be consistent and always honest in the use of
information from the lock screen that has been provided so
that it makes the respondents have the intention to continue
using the lock screen on smartphones as often as possible in
the future. This shows this study of trust (TR) has a
significant effect on intention (IN).

The results of this study are similar to the results of a
study conducted by Braber [8] who suggested that the greater
the trust of a user in the use of an application, the greater the
interest of the user to use the application.

E. Discussion on Hypothesis 5

Hypothesis 5 was accepted. Based on the results of
hypothesis testing 5, it can be concluded that respondents
assume that when they decide to use the lock screen as a lock

from their smartphone it is a positive attitude that does not
cause harm and can benefit them. In addition, respondents
also assumed that using a lock screen on their smartphone is
a positive step that can protect their smartphone from
unauthorized parties who can access data from their
smartphone. Therefore, this makes the respondents have the
intention to continue to use the lock screen as a lock on their
smartphone. This shows this study of attitude (AT) has a
significant effect on intention (IN).

The results of this study are similar to the results of a
study conducted by Ahmed et al [32] which suggested that
when a user has a positive attitude towards an application,
the user will tend to have the intention of continuing to use
the application.

F. Discussion on Hypothesis 6

Hypothesis 6 was accepted. Based on the results of
hypothetical testing 6, it can be concluded that respondents
assumed that respondents did not see any threats or risks to
privacy and the lock screen information they had provided
on their smartphones. Respondents also felt that they were
not afraid if something unpleasant happened to their
smartphone. In addition, respondents also know the risks of
providing information that they use as a lock screen on their
smartphones so that they can minimize the risks themselves
that may occur. Thus, this will make respondents have the
intention to keep using the lock screen on their smartphones
in the future because they have an understanding of the risks
that will occur so they can minimize it themselves. This
shows this study of perceived risk (PR) has a significant
effect on intention (IN).

The results of this study are similar to the results of a
study conducted by Lafraxo et al [33] which suggested that
when users feel that an application has a low risk, they will
continue to use the application without burden.

G. Discussion on Hypothesis 7

Hypothesis 7 was accepted. Based on the results of
hypothesis testing 7, it can be concluded that respondents
believed that when they decided to use the lock screen on
their smartphone, they felt that it was not vulnerable to
attacks by unauthorized parties who wanted to hack their
smartphone. Respondents also assumed that the lock screen
they used would not be easily guessed and obtained by
hackers. In addition, respondents assumed that using the lock
screen as a lock on their smartphone would not pose a threat
and would not cause risks that might occur. This shows the
study of perceived vulnerability (PV) has a significant effect
on perceived risk (PR).

The results of this study are the same as the results of a
study conducted by Jansen [9] which suggests that when
users have known in advance about possible threats that
might occur they will be able to consider the risks that might
occur.

H. Discussion on Hypothesis 8

Hypothesis 8 was rejected. Based on the results of
hypothesis testing 8, it can be concluded that respondents
think the consequences of the lock screen they use on their
smartphones will be guessed and hacked by unauthorized
parties who want to hack their smartphones. Respondents
also assumed that later there would be consequences of an
attack from malware that would be used to hack the lock
screen used by users on their smartphones. In addition,



respondents also assumed that the malware used to hack their
lock screen would be able to find patterns from their lock
screen and then access the smartphone from that user.
However, this also makes users tend to ignore the risks that
might occur. This shows this study of perceived severity (PS)
has a significant effect on perceived risk (PR).

The results of this study are the same as the results of a
study conducted by Jansen [9] which suggests that when
users ignore threats that can occur when they use the
application they will also ignore the risks that might occur.

VI. CONCLUSION

Based on the results of the research conducted, it can be
seen that there are 3 factors that influence the user's
intention in applying the lock screen on their smartphone,
namely: trust, attitude and perceived risk. The respondent
felt confident that the lock screen would not misuse the
personal information provided by the respondent.
Respondents also thought that using a lock screen on their
smartphone was a positive step that could protect their
smartphone from unauthorized parties who could access
data from their smartphone. Respondents also know the
risks of providing information that they use as a lock screen
on their smartphones so that they can minimize the risks that
may occur themselves.

Furthermore, the result of this study can raise users’
security awareness in term of protecting their smarphone to
prevent a lot of potential problems.
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